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Requirements

MOVEit Central runs best on the following minimum hardware, operating system and database
requirements:

Hardware:

= A server with a 2 GHz processor

= 1GBRAM

= 80 GB SATA or SAS hard drive

= 100/1000 MB ethernet interface (for TCP/IP traffic).

A faster processor, faster hard drives and more memory are recommended for busy sites.

Note: MOVEit Central does not need to be the only application or service running on this machine.

Operating system (one of the following):

=  Windows Server 2008 R2 (64-bit English and German)

=  Windows Server 2008 (32-bit and 64-bit)

=  Windows Server 2012 R1

= Support for virtual servers running on VMware ESX (64-bit) and Microsoft Hyper-V 1.0 (64-bit)
Database (one of the following):

= MySQL (5.5)

= Microsoft SQL Server 2008 Enterprise/Standard

= Microsoft SQL Server 2008 R2 Enterprise/Standard (Not Data Center)

= Microsoft SQL Server 2012 Enterprise/Standard

License Key: An evaluation or production 16-digit license key is required (for example
C-ABCDE-ABCDE-ABCDE). Older installations may use a 15-digit license key (for example,
12345-12345-12345). MOVEit Central still supports these as well. You may enter a specific key or
point to a license file.

Remote Administration of MOVEit Central: The MOVEit Central setup program also installs MOVE:it
Central Admin on the server. To administer MOVEit Central remotely, use the standalone MOVE:it
Central Admin installation program to set up the client on each of your remote desktops. In addition to
the operating systems shown above, you can also install MOVEit Central Admin on Windows 7
Professional/Enterprise.
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= Server Certificate: If you plan to use MOVEit Central Admin remotely, a server certificate is
recommended though not required. The MOVE:it Central installation package will automatically
install a self-signed certificate to use for this purpose. If you would like to use your own SSL
certificate instead, you must install it (usually though the Microsoft "Certificates” Management
Console), select it with the MOVEit Central Configuration utility and restart the MOVE:it Central
service.

The latest production recommendations can be found in the online Support Knowledge Base
(http://ipswitchft.force.com/kb/knowledgeProduct?c=MOVEit_Central).

Optional: Supported Antivirus Engine

When Symantec AntiVirus, McAfee VirusScan, or Trend Micro OfficeScan detect a virus, MOVEit
Central will take action to delete or ignore the infected files and will log the appropriate message.
Installing one of these antivirus packages is not required, but it is recommended if you would like
MOVEit Central to use its free, integrated antivirus facility.

Database Considerations

MySQL Database

If you choose MySQL as your database engine, MOVEit Central will either install its own copy of
MySQL, or will use an existing copy if it detects that MySQL is already installed. Although MOVEit
Central will usually correctly detect an existing copy of MySQL, if you want to use MySQL as your
database engine, it is not recommended that you install MOVEit Central on a computer that already has a
copy of MySQL running (unless that copy was installed by another MOVEit product). This is because it is
difficult for the MOVEit Central installer to detect MySQL installations with non-standard service names
or port numbers. Also, an arbitrary pre-installed copy of MySQL may be a version that is not compatible
with MOVE:it Central.

Microsoft SQL Server Database

If you choose SQL Server as your database engine, you must install your own copy of the database engine
prior to installing MOVE:it Central.

See Failover (Enterprise Only) in the "Central Service" chapter of the MOVEit Central Manual for
information on installing MOVE:it Central in failover mode.


http://ipswitchft.force.com/kb/knowledgeProduct?c=MOVEit_Central

Installation

To install MOVEit Central you will need to run the setup program. This program should be installed on a
server-class machine (see Requirements), but it need not be the only application or service which runs on that
particular machine. (The server-class recommendation exists mainly to prevent MOVEit Central from being
slowed down by someone else's runaway or processor-hungry GUI application.)

The MOVE:it Central setup program also installs MOVEit Central Admin on the server. If you want to
configure MOVE:it Central remotely, you must run the separate MOVEit Central Admin setup program on the
remote workstation.

During installation, you can choose either MySQL or Microsoft SQL Server as a database engine.

You may use the same setup program to upgrade MOVEit Central as you would normally use to install a fresh
copy of the software (if you currently have version 6.x or earlier, you must first upgrade to version 7.0).
Upgrade any remotely-installed MOVEit Central Admin clients soon after upgrading MOVE:it Central.

Before upgrading, you may want to ensure that no tasks try to run just before you apply the upgrade. There are
two ways to accomplish this:

= Use MOVEit Central Admin's Disable Scheduler command to turn off the scheduler so no new tasks enter
the mix. (Check the Status tab for remaining running tasks.) The upgrade will shut down the MOVE:it
Central service for you before applying the new software. This lets you take a last look around the
MOVE:it Central system (for example look at Reports of the last completed tasks) before performing the
upgrade.

= Use MOVEit Central Admin's Shut Down Service command to automatically shut down the service after
all currently running tasks have completed. The upgrade will not have to shut down the MOVE:it Central

service before applying the new software. This eliminates the chance that new tasks (or the scheduler)
could be started by another operator.

Warning: If you encounter errors during the setup program's database conversion step, you may need to install
a recent version of Microsoft Data Access Components. (Version 2.7 is recommended.)
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When moving MOVEit Central from one server to another: If you copy MOVEit Central configuration files or
database files from a different server that was running an older version of MOVEit Central than is installed on
the new server, you may need to rerun the installer to convert the files to a newer format. To do this, run the
installer again and choose the Repair option. If the installer is for a newer version of Central than is already
installed, this step is not needed, because the upgrade procedure automatically converts the files.

Windows Firewall: If the Windows Firewall is running, the setup program creates an exception for MOVE:it
Central, so it can listen for TCP connections. This is required to support connections from MOVEit Central
Admin, as well as for active mode FTP data transfers. If Failover is enabled in your license, the setup program
also enables file and print sharing to permit manual synchronization in a failover configuration. If you are
using a software firewall other than Windows Firewall, you may need to manually create an exception for the
programs MICentral.exe and MIAS2.exe.
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Setup Program

The following screens are shown during a first-time install. If you have already installed an earlier version of
MOVEit Central, you will see only a subset of these screens.

Welcome

Run the setup program. The Welcome screen appears.

YWelcome to th

This prograrn will inst O%Eit Central and MOVEit Central Admin on your computer.
central
File Transfer... =
= Securty Version 8.0.0.0

B Automation
W Auditing Admin Version 8.0.0.0

Cancel

If you have previously partially completed this install, you will see the option to Use parameters from
MOVEit_Central.INI. Check this option to auto-fill all fields using your previous entries.

An Installation Config File was found from a previous MOVEit Central
Installation attempt. Check the box below to use these installation
parameters.

e Use parameters from C:\MOVEit_Central.INI

Click Next or Cancel to quit.
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License Agreement

Read the following license agreement carefully.

MOVEIt Central - InstallShield Wizard

License Agreement

the fi

READ THESE TERMS OF USE CAREFULLY BEFORE PROCEEDING WITH THIS
INSTALLATION. |5

4 By CLICKING THE "l accept the terms of this agreement" BUTTON BELOWY, vOU ARE ACCEFTING
central | AND AGREEING TO ABIDE BY THIS SOFTWARE LICENSE AND SUPPORT AGREEMENT.

IFvOU ARE AGREEING TO THIS SOFTWARE LICENSE AND SUPFPORT AGREEMENT ON
BEHALF OF A COMPANY, YOU REPRESEMNT THAT YOU ARE AUTHORIZED TO BIND THE
COMPANY TO THE TERMS OF USE. IFYOU DO NOT AGREE TO THIS SOFTWARE LICENSE
AMD SUPFORT AGREEMEMT, CLICK. ON THE "Cancel" BUTTON AND EXIT NOWY.

File Transfer...

B Security

B Automation

B Auditing
SOFTWARE LICENSE AND SUFPPORT AGREEMENT AFPPLICABLE TO MESSAGEWAY AND
MOVEIT SOFTWARE

This License and Support Agreement ("Agreement') is entered into as of today ("'Effective Date'), by
and between pswitch, Inc., with offices located at 83 Hartwell Avenue, Lexington, kA 02421
("Licensor") and YOU ["Licensee").

WHEREAE, the parties hereto wish to provide the terms and conditions underwhich Licensor will

supply Licensee Software (as defined below) for the term provided herein; and
WHEREAE, Licensee desires to oltain, and Licensor is willing to grantto Licensee a nonexclusive,

‘s W

® |donot

Select | accept the terms of the license agreement.

Click Next.
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License

MOVEit Central requires a valid key or license file to install and operate.

MOVEIt Central - InstallShield Wizard

License Key or License Fi

Central reguir

central

File Transfer...
B Security
B Automation

B Auditing uttan to find it.

Cancel

Select one of the following license options:

= | have a license file - Select this option if you downloaded a MOVE:it license file and want to use it to
activate your software. Click Browse to find and select the license file.

= | have a license key - Select this option if you have a MOVE:it license key. Enter your 16-digit
alphanumeric code in the License Key box to activate your MOVE:it license.

Click Next.
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Setup Options

Depending on your needs and familiarity with the product, you may decide to perform an express or custom
installation.

MOVEit Central - InstallShield Wizard (2]

MOVETD
central

File Transfer...
B Security
B Automation
B Auditing

e one ofthe fo

® Express Setup

Bl Disable selection of existing users (faster)

Cancel

Select one of the following installation options:

= Express Setup - Select this option if you are setting up an evaluation server or want to install MOVE:it
Central quickly with the following options:
o Application folder: C:\Program Files\MOVEit
o Database engine: MySQL
e Service: Run as user "micsvc"
e Credentials: Auto-generated
e Certificate: Create new test certificate
If you select Express Setup, click Next and then go to Email Options (on page 17).
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= Custom Setup - Select this option to customize all options.

o Disable selection of existing users (faster) - This option affects the Credentials screen. Normally,
the installation prefills drop-down boxes with the names of all users on your local system and
domain, in case you want to use an existing user for credentials purposes. However, on some
systems querying the domain controller can be very time-consuming. If this computer is a member
of a domain with many users or if the connection to the domain controller is slow, choose this
option to have the installer not present you with a list of all users.

If you select Custom Setup, click Next and then go to Credentials (on page 10).
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Credentials

MOVE:it Central uses several sets of credentials to guard access to its configuration and administration.

MOVEGt Central - InstaliShield Wizard

Credentials

following

MOVET®

central

File Transfer...
B Security | Administer

B Automation | -
® Audting O New User: 3 564 Lon T |
oExsinguser [N

O New Admin: micsve & RivEUIg
® Existing Admin: -

Cancel

Select a user to administer MOVEit Central remotely and a user to run the MOVEit Central service:

= Administer MOVEit Central Remotely As:

= New User - Creates a new remote user. A user name and password display. You can change these if
required. Optionally click Suggest to generate a new password, or enter a specific password in the
third box.

= Existing User - Lets you select an existing user. Enter that user's password in the box provided. This
option will not be available if you disabled selection of existing users in Setup Options (on page 9).

= "MOVEit Central" Service Will Run As:

= New Admin - Creates a new user for Central to run under. A suggested Admin name and password
display. You can change these if required. Optionally click Suggest to have generate a new password,
or enter a specific password in the third box.

= Existing Admin - Lets you select an existing user for Central to run under. Enter that user's password in

the box provided. This option will not be available if you disabled selection of existing users in Setup
Options (on page 9).

Note: In rare instances when MOVEit Central cannot locate the correct credentials it will ask the installer to
provide these credentials.

Click Next.
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Database Type
MOVE:it Central can use either a MySQL or a Microsoft SQL Server database.

MOVEit Central - InstallShield Wizard
Database Type

kA0 al can use either

ngine on which to c

MOVE T’ | #® MySQL (comes with this install)

central ; O Microsoft SQL Server (you must supply)

File Transfer...

B Security |
B Automation i Server name: 192.168.197.51,143 If needed: ",Port"”
B Auditing

| stencogrneccea): |

Choose the database engine that MOVEit Central should use:
= MySQL - a small-footprint database engine that MOVEit Central will install and administer. See My SQL

below.

= Microsoft SQL Server - a widely-used database engine. You must supply a pre-installed instance of SQL
Server if you choose this option, along with the following information:

= Server name - The hostname or IP address of the server. If the server is listening on a non-standard
port, add a command and the port number after the hostname.

= Instance (if needed) - This is typically blank.

Click Next, and then go to the appropriate database below for further instructions.
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My SQL

If you choose MySQL as your database engine, you will see the following dialog where you configure the
credentials to be used by MySQL:

InstallShield Wizard

central

File Transfer...

W Securty [1atah:

B Automation '

W Auditing D atab

ook

bgieEsdc
Database Uzer ; .

The following user name and password credentials are required to set up MOVEit Central:

= Database Administrator - The superuser account for MOVEit Central. The database administrator is
always root. Click Suggest to have the install suggest a password, or enter a password in the box provided.

= Database User - The standard account for MOVEit Central. Enter the database username. Click Suggest to
have the install suggest a password, or enter a password in the box provided.

Click Next, and then go to Folders (on page 14).
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Microsoft SQL Server

If you choose Microsoft SQL Server as your database engine, you will see the following dialog:

MOVEit Central - InstallShield Wizard [=]

Microsoft SQL Server Credentials

-redentisl

central

File Transfer... © Use SQOL Server authentication during install

B Security L. .
W Automation Existing SOL Administrator: =]

W Auditing
and password:

Database to create: micstats

Credentials to be uzed by MOVE Central:

® Use Windows Authentication
o Use SQL Server authentication

New SOL username: micentral

and password:

Cancel

Enter the following information:
= Credentials to be used during the install - Provide the credentials to access the existing instance of
Microsoft SQL Server. Select an authentication type to use during installation:

= Use Windows Authentication during install - The currently logged-on user will be used. There must be a
corresponding user with the same password on the Windows server running SQL Server, and this user
must be authorized in SQL Server.

= Use SQL Server Authentication during install - Specify an existing SQL Server username and password.

= Database to create - You must specify the name of the database to create. In most cases you should simply
accept the suggested default.

= Credentials to be used by MOVEit Central - Select an authentication type to be used by MOVE:it Central:

= Use Windows Authentication - The user under which the service runs will be used. There must be a
corresponding user with the same password on the Windows server running SQL Server, and this user
must be authorized in SQL Server.

= Use SQL Server Authentication - Specify an SQL Server username and password to create.

Click Next, and then go to Folders (on page 14).
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Folders

MOVEit Central will install its application files and set up its database in folders you specify here.

MOVEit Central - InstallShield Wizard
Folders

configu

central . Application Folder: C:\Pragram Files (xBE)\MOVEIL

File Transfer . Example: C:\Program Files\MOVEit

B Security
B Automation
B Auditing 1 autthe folders b

Example: DATEMP\MIC

Example: D:\MySQL

Enter the following:

= Application Folder - Enter the folder path, or click Browse to locate the folder. It is recommended that you
place the MOVEit Central application where you normally install applications. Some configuration and
log files are also kept here, but the total size is typically less than 100 MB.

= Cache Folder - Enter the folder path, or click Browse to locate the folder. The Cache folder requires more
space; therefore install it on your largest available local or SAN drive.

= Database Folder (MySQL installations only) - This folder defaults to C:\MySQL but you can select a
different location for the database.

Click Next.
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Tamper Detection Key

MOVE:it Central uses the following key to protect audit information in the database, so you can detect
whether unauthorized changes have been made to the audit tables.

MOVEit Central - InstallShield Wizard

central

File Transfer...
B Security
B Automation

B Auxifing i Tamper Key: HI177sW36nDXBz8k ]

Cancel

Tamper Key - Enter an arbitrary string into the white box or click Suggest to have the install suggest a random
key. If you are installing a failover pair, you must use the same tamper detection key on both machines.

Click Next.
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Certificate Dialog

An SSL certificate allows MOVEit Central to encrypt its communications with remote copies of MOVE:it
Central Admin.

MOVEit Central - InstallShield Wizard

Certificates

Eit Centralto e ornrmunicati remote c

options to eithe

central

File Transfer...

B Security | (Thei
B Automation |

B Auditing

O Create New Certificate

#® Use Existing Certificate:

Issuer CH Expiration Date

The certificat

Cancel

Select one of the following options to either create a self-signed ("test™) certificate, or select an existing SSL
certificate:

= Create New Certificate - The installation will generate, install, and assign an untrusted self-signed
certificate good for 3,000 days.

= Use Existing Certificate - Select an existing SSL certificate from the list.

Note: If you purchased failover and wish to install you should follow the installation instructions under the
Failover section of "Central Service". Failover should be installed after MOVEit Central has been successfully
installed on each node.

Click Next.
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Email Options

Email notifications about serious errors will be sent to the email addresses you enter here.

MOVEIt Central - InstallShield Wizard

send email about seri

MOVET®

central

File Transfer... Email server: email server.com

] Secur'rty_ ! Example: smip.xyz.com
B Automation

B Auditing "To" email address: joewoika@waika.com

Example: supporti@xyz.com

"From" email address: jsmith(@jsmith.com

Example: notify@xyz.com

Cancel

Enter the following:

= Email Server - Enter the SMTP server of the email address.
=  "To" email address - Enter the email address where the notification will be sent.
= "From" email address - Enter the email address from which notifications will be sent.

Click Next.
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Finish

MOVE:it Central is ready to install.

MOVEIt Central - InstallShield Wizard

Ready to Install

MOVE

central [EES

File Transfer... sy
File=0

® Security | Express=0

W Automation - [FOLDERS]

B Audtting g Application=C:\Program Files (x86)\MOVEit

| Cache=CATEMPYMIC

My SCOL=C:h\MySaL
O5=CA\Windows
InstallLog=CAMOVEtCentral_Install log
InstallConfig=C:\MOVEitCentral_Install.INI
[CREDENTIALS]
DEType=hyS0L
MSS0LnstalllUse'WinAuth=1
MSSOLAdminstratorlsemame=sa
MES0LServerNamea=192.168.197.51.143
MSS0Lnstance=50LExpress
<

Click Next to install MOVEit Central.
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After installation completes, you may perform additional tasks:

= View installation configuration, including PASSWORDS - This is strongly recommended. This is your
ONLY chance to verify any generated passwords and write them down.

= View the installation log file - You may review the steps taken during the installation.

= Securely delete the installation files (with overwrite) - This is strongly recommended. It is IMPORTANT
that you do not leave unencrypted passwords on the system.

MOVEit Central - InstallShield Wizard

Installation Succeeded - File Cleanup

lled.

central

File Transfer... [@ View installation configuration, including PASSWORDS
._._|...____. !

B Security OMLY chanc
B Automation
B Auditing

W View the installation log file

Optional: You ma; en during the ins

3l Securely delete the installation files (with overwrite)

IRTANT thatyou do not leawve unencrypted

Click Next to perform the selected actions.

You must restart your computer before you can use MOVE:it Central. Click Yes, | want to restart my computer
now or No, | will restart my computer later and click Finish.

If you have not already installed MOVEit Central Admin, please do so now. If MOVEit Central Admin is
already installed, your local copy of MOVEit Central Admin has been updated. If you run MOVEit Central
Admin from any remote desktops, please also run the MOVEit Central Admin upgrade on those desktops.

This completes the MOVE:it Central 8.0 installation.
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Failed Installation
If an installation fails, you'll see the following dialog:

MOVEit Central - InstallShield Wizard

Inztallation Failedil!
formation wa orted, bk may not explain the root

Lazt known address: C:\buildzs\MOVER_DMZ-Centralutrunk \MOVE it OWVEitCentral\ nstalls\MO -«
Lazt Meszage: Ready to Ingtall
Current directon: C:A\Users\MALLEN~1%4ppDatatLocals T emp{EDDS364E -FBE 7-4654-8469-3

central

File Transfer...
W Security
B Automation
W Auditing

W View Installation log
Wl View Installation configuration

W Delete Installation log and configuration files

Select one or more of the following:

= Securely upload Installation files to Ipswitch - Uploads install files and log information to Ipswitch for
further debugging.

= View Installation log

= View Installation configuration - Displays all the installation configuration options, including passwords.

= Delete installation log and configuration files - This is strongly recommended. It is IMPORTANT that you
do not leave unencrypted passwords on the system.

Click Finish. Your partial installation will be removed. However, your installation settings have been saved so
if you choose to re-run this installation, fields will be pre-filled with your last values.
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